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e a®1l=-a (BE)
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EFLIEL B A R 2R PRG (Pseudo-Random Generator)
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§FLlS > 4 L% PRF (Pseudo-Random Function)
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o DNTWBHRI s¥ TAN re523 ERUEREHRATZRENTILIVIL F(s,r)
o rIIMETLHLLTEIWVWA2EFELHDZE > TIELITFZRL
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SRICHERIC
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ChaCha20

o AJ7: 256bitOMERHE k £ 96bitddF+ >R n
o F> X (nonce): —ERIHEHLNBE

o F > AH64bitlF/NT LY, 96bit7E C AES-GCME B LR E THULP T L)
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ChaCha20d)PRF
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o AMEE |

e 1/457> REEL MR(a,b,c,d) : ,C,d cat32b|t¢&§&

o rotleft(x,n) I x ZZ/EIC n bltﬂﬁilzc_ﬁ%
x=[H:L] , H:n bit, L:(32-n) bitd® & & rotleft(x,n)=[L:H]

def QR(a, b, ¢, d):
a<a+h;de<dea; d< rotleft(d, 16);
c<c+dib<bec; b« rotleft(h, 12);
a<a+h;d< dea; d< rotleft(d, 8);
c<c+dib<bec; b < rotleft(h, 7);
return (a, b, ¢, d)
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ShiftRow & MixColumns
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e 2020 EZoomDEBS{L ARNMECBE— REFE->TLW I L TZa—XRICHS
o (FR) #FEABCDOEMHET—XIFDEINI-T7O0v VDRI CEICEDIERIIEL  21/35




BERMTILT) XL

FHEH7IIVIILEIR

o AN L THANZRTFHE (Xo< D LK)
SRER (deterministic) 7L X L

e ACATICH L THEICRALHAZRY 7L XL

A7

—>{ JREMalgo |—>

Hi 7]

/Y (probabilistic) 7L X L
e BICANICH LTEGRDZHNZRITTEELH S 7ILT) X L
o V)V XLETHRICEHAZEBRE L THERZZLETES

A7 > BEEkMalgo Hi 71
T 772
EEETE) 53

22 /35



CBC €—F
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. ‘ Enc Enc ‘ Enc ‘ Enc
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e ¢, = Enc(s,my @ cp_1)fork > 2.

510
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o IZIEHFFEITHREITRVEEDESR) TlEaL)
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CCA (Chosen Ciphertext Attack)
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e 7URIF1=1,20r55h%E S c = Enc(myp) ZRT
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